Adding APCS3 as ‘Trusted Site’
Version 1.0.1
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Figure 1.0: Javascript error caused by Internet Explorer 11

Due to the inherent design of Microsoft Internet Explorer 11 (IE11), users using this internet browser
will experience “JavaScript “errors (figure 1.0) which prevent APCS3 Pass Application from
functioning properly .

This issue can be resolved by adding APCS3 website as a “Trusted Site” in IE11, please refer to
instructions below for steps.

Step 1: Open “Tools” menu by clicking on “gear” icon located at top right hand corner of internet
Explorer

3 Changi Airport APCS3

COMPUTERIZED SYSTEM
EASE CLICK HERE TO LOGIN

Figure 1.1: Open “Tools” menu within IE11
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Step 2: Click on “Internet options”.

Print

File »
Zoom (85%) »
Safety >
Add site to Start menu

View downloads Ctrl+)

Manage add-ons

F12 Developer Tools

Go to pinned sites
Compatibility View settings

ILLA BROWSERS, AND INTERNET EXPLORER 8.0 AND ABOVE. Report website problems

Internet options j
About Internet Explorer

L

WANT TO CHANGE

Figure 1.2: Select “Internet options”

Step 3: Select “Security” tab.

General|| Security |Brivacy | Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ & v 0O

nturm: Local intranet  Trusted sites  Restricted
sites

Internet |

0 This zone is for Internet websites,
except those listed in trusted and
restricted zones,

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
- Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explorer)
| customlevel... || Defaultlevel |

| Resetal zones to defauitlevel |

ﬂ Some settings are managed by your system administrator.

o ” Cancel H Apply

Figure 1.3: Select “Internet options”
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Step 4: Click on “Local Intranet” icon.

oo T |

| General | Security |Pri\«'aq|I | Content I Connections. | Programs I Advanced

Select a zone to yj

Restricted
sites

et
Q- This zone is for all websites that are

found on your intranet.

Security level for this zone
Allowed levels for this zone: Al
Medium-low
- Appropriate for websites on your local network
(intranzt)
- Most content will be run without prompting you

- Unsigned ActiveX controls will not be downloaded
- Same as Medium level without prompts

Enable Protected Mode (requires restarting Internet Explorer)
’ Custom level... ] ’ Default level ]

[ Reset all zones to default level ]

@ Some settings are managed by your system administrator,

o J[ concel J[ oo

Figure 1.3: Select “Internet options”

Step 5: Click on “Sites” button.

oo TN

| General | Security |Pri\.|'a::5|I I Content | Connections I Programs | Advanced|

Select a zone to view or change security settings.

@ & v O

Internet  [BI=INGIEREY Trusted sites  Restricted
sites

Local intranet

| This zone is for all websites that are
found on your intranet.

Sites

Security level for this zone
Allowed levels for this zone: All

Medium-low
- Appropriate for websites on your local network
(intranet)
- Most content will be run without prompting you
- Unsigned ActiveX controls will not be downloaded
- 5ame as Medium level without prompts

Enable Protected Mode (requires restarting Internet Explorer)

[ customlevel... | [ Defautlevel |

[ Reset all zones to default level ]

@ Some settings are managed by your system administrator.

[ ok J[ cancl || ooy

Figure 1.4: Open “Sites” menu.
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Step 5: Click on “Advanced” button.

Adding APCS3 as ‘Trusted Site’
Version 1.0.1

Internet Options

. Use the settings below to define which websites are induded in
the local intranet zone.

Automatically detect intranet network
[linclude all local {intranet) sites not listed in other zones

[incude all sites that bypass the proxy server
[incude all network paths (UNCs)

What are intranet setﬁngs?l Advanced ]l OK I [ Cancel

Allowed levels for this zone: All

Medium-low
- Appropriate for websites on your local network
(intranet)
- Most content will be run without prompting you
- Unsigned ActiveX controls will not be downloaded
- Same as Medium level without prompts

[T|Enable Protected Mode {requires restarting Internet Explorer)
[ Custom level... ] [ Default level ]

l Reset all zones to default level ]

@ Some settings are managed by your system administrator,

[ Ok ] [ Cancel ] | Apply |

Figure 1.5: Open “Advanced” menu.

Step 5: Add URL of APCS3 Pass Application website (http://apcs3.changiairportgroup.com) and

then click on “Add” button.

Internet Options

Local intranet

~ You can add and remove websites from this zone. All websites in

this zone will use the zone's security settings.
&]

| Remaove |

Add this website to the zone:

http://apcs3.changiairportgroup.com I

Websites:

[|require server verification (https:) for al sites in this zone

’ Reset all zones to default level ]

@ Some settings are managed by your system administrator.

[ (0]4 ][ Cancel ]| Apply |

Figure 1.6: Add http://apcs3.changiairportqroup.com as a trusted site
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Step 6: URL of APCS3 Pass Application be added to “Websites” after clicking on “Add” button, click
on “Close” to save and exit.

Internet Options e [@ P |

Local intranet

You can add and remaove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:

Websites:

|htu::ﬂaum?».dnangiairuortgrouu.com | Remave

[| Require server verification (https:) for all sites in this zone

[ Reset all zones to default level l

@ Some settings are managed by your system administrator.

[ (0]4 ][ Cancel ] Apply

Figure 1.7: http://apcs3.changiairportqroup.com added as a trusted site

Step 7: Click on “OK” to save and exit.

-

Internet Options L ? 2 |

; -
e

. Use the settings below to define which websites are induded in
the local intranet zone.

Automatically detect intranet network.
Indude all local {intranet) sites not listed in other zones
Indude all sites that bypass the proxy server
Indude all network paths (UNCs)

What are intranet settings? I Advanced I” OK ] [ Cancel

Allowed levels for this zone: Al

Medium-low
- Appropriate for websites on your local network
({intranet)
-Most content will be run without prompting you
-Unsigned ActiveX controls will not be downloaded
- Same as Medium level without prompts

[~| Enable Protected Mode {requires restarting Internet Explorer)
[ Custom level... ] [ Default level ]

[ Reset all zones to default level ]

@ Some settings are managed by your system administrator.,

Coc JCam )

Figure 1.8: Save settings and exit
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Step 8: Click on “OK” to save and exit.

Adding APCS3 as ‘Trusted Site’
Version 1.0.1

| General | Security |Pri\c'aq|I I Content I Connections I Programs I Advanced

Select a zone to view or change security settings.

@ & v O

Internet  Localintranet Trustedsites  Restricted
sites

S
This zone is for all websites that are

found on your intranet.

Security level for this zone
Allowed levels for this zone: Al
Medium-low
- Appropriate for websites on your local network
(intranet)
— - Most content will be run without prompting you
- Unsigned ActiveX controls will not be downloaded
- Same as Medium level without prompts

[T Enable Protected Mode (requires restarting Internet Explorer)
[ Custom level... ] [ Default level ]

[ Reset all zones to default level ]

@ Some settings are managed by your system administrator,

[ o )| e J[ oo

Figure 1.9: Save settings and exit

Step 9: Restart Internet Explorer 11 (IE11) by closing and relaunching

*** please do not skip this step. ***
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Step 9: Navigate to APCS3U Pass Application login page and login with user credentials, Javascript
errors will no longer appear and APCS3U Pass Application will now function properly.

3 http://apes3.changiairportgroup.com/Default.aspx

Edit

File View Favorites Tools Help I

CHANGI

alrport group

LOGOUT
STE TESTER RU (REGISTERED USER)

Figure 2.0: APCS3 Pass Application System functioning properly without Javascript errors
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